1. Among the following ciphers, which is strongest? D
FIRE (6 47) 6 43

C oA
DES

B.

3DES

Caesar cipher
D.
AES

3.

The purpose of is to determine whom you are talking to before revealing
sensitive information or entering into a business deal B
B (6 77) 6 7

A.

integrity control 5¢ % 4 4 il
C B

Authentication A if

C o

Secrecy fR%

C b
Nonrepudiation
4,
Which is incorrect? A
IR (6 7)) 6 4
Coa

it would be more secure if the encryption and decryption algorithms are kept secret

I 5 Sy R 5 Ak N A% A N T
C B

all encrypted messages must contain some redundancy



BT A 025 B AR 06 20 L S — BB T 4y
C o

some measure must be taken to prevent active intruders from playing back old messages

C b

to achieve security, the cryptographer should make sure that the system is unbreakable
even if his opponent can encrypt arbitrary amounts of chosen plaintext

N M A, B KN O R G A AN, B A B e T R BB A A S RO ) i
SE W3 .

B

Encrypt /% decrypt /2f#

5.

Among the following ciphers, ________ is unbreakable. D
FLEB (6 77) 6

Coa

AES
C B

DES
C o

RSA
C .

R

one-time-pad encryption (K% 4])
6.

Cipher block chaining can be used to prevent attack to . B

B 66 A
C oA

RSA

B, “f0ysEE: (Cipher Block Chaining, CBC) 1T LA 1-%F AES HEAT Yeits, iX 2
(K75 CBC W LASE 5% AES H) 224t

AES

C oc

SHA-1



PGP

7.
The two way challenge response protocol for authentication can be
defeatedby ____ D

LR (6 77) 6 7

C oA

man in the middle attack

C B

bucket brigade attack
C

replay attack
C b

reflection attack

Which key is the browser used to verify the certificate of the website?
I (6 77) 6 7> A

C oA

The public key of the CA
C B

The public key of the website
C o

The private key of the website
C b

The private key of the browser
9.

Which key is used to verify the certificate? A
B (6 77) 6 7

Coa



The public key of the CA who signed the certificate
S

The private key of the CA who signed the certificate
C oc

The private key of the user who own the certificate

C .

The public key of the user who own the certificate

10.

Which sentence is not correct? B

B (6 45) 6 4
C oA

One of cryptographic principles is redundancy, another is freshness.

C B

The replay attack is a way to authenticate by tricking the target into providing the
answer to its own challenge. H ji{ X 7 v DL i 2 ) 3 308 & 32k Nk 115 KR 3R 1542
B, ABE A 2l i g B bRk AR At B OBk =R IR Y

C ¢

Diffie-Hellman key exchange algorithm allows strangers to establish a shared secret key

but has problem of man-in-the-middle attack.

C b

Quantum cryptography is one of method to transmit one-time pad over network but the

equipment is complex and expensive now.

11.

Which key is used to decrypt data when using public-key cryptography? C
FAILRE (6 7)) 6 77

C oA

The sender’s private key

C B

The receiver’s public key

C o



The receiver’s private key

C b

The sender’s public key
12.

The main public-key algorithm is which derives its
strength from the fact that it is very difficult to factor large numbers.
A.B.C.D. (R 7> fi# K #+) D

LR (6 71) 6 73

C A

MD5
C B

AES

The firewall is based on

kS (10 43) 10 43
© A

access control

C B

flow control

C o

symmetric encryption algorithms

C b

asymmetric encryption algorithms



Among the following ciphers, uses asymmetric keys.
#E (10 1) 10 4
A L Al

tripleDES

IElER:C

Which cipher can be easily defeated by using statistical properties of natural
languages?
LB (10 45) 10 4

substitution cipher



For the following cipher modes, the is suitable for byte-by-byte
encryption.
3% 8 (10 41) 10 4

i.EA.

cipher block chaining mode

2 Lo B.
electronic code book mode
3 L C.
stream cipher mode
4. O D.
cipher feedback mode
IEWEZE:D
Stream Cipher Mode(JR & 77 2)
v Y
Encryption box Encryption box
Key Key
Keystream Keystream
Plaintext —— Ciphertext Ciphertext Plaintext
(a) (b)
A stream cipher. (a) Encryption. (b) Decryption.
» Suitable for use with real-time streaming
36
Counter Mode (GGHEHER)
v |VI1 \VIE Iv+3
— ) — S l—Eni tion
Key Key Key Key bo:fvp O
Pp—» P1—' Pz“ Py—i v
Cy Gy Cy Cy

Encryption using counter mode.

» Suitable for use with disk files

» Access in non-sequential order, Counter <-> IV



100. Which key will be used if A wants to send encrypted data to B when using public-key algorithms?
A. The public key of A B. The private key of A
C. The public key of B D. The private key of B

When using a public-key encryption algorithm, the sender (A) will use the recipient's (B) public
key to encrypt the data. The recipient (B) will then use their own private key to decrypt the
data.

Cipher Block Chaining Mode
(%ﬂ&%%)

PU 1 P2

Exc\uswe

(b)

Cipher block chaining. (a) Encryption. (b)
Decryption.

» Block-by-block encryption

.
Cipher Feedback Mode
(ERRBETT)
64-bit shilt register 64-bi shift register
-— -—
Encryption Encryption
Key —=| Koy —=
2y box Cio 2y box Cuw
Select Select
leftmost byte leftmost byte
Pm'-’@\ »—=Cig Cio P1o
Exclusive OR
(a) ®)

(a) Encryption. (c) Decryption.
» Suitable for use with interactive terminals

> Byte-by-. encryption



